Configuration and Asset Management Policies and Process 
The filename for this document is:

  c:\documents and settings\mtarrani\my documents\configmgmtdraftver1-1.doc 

The owner of this document is:  Mike Tarrani
Document Revision

	Date
	Revision
	Description

	09 Jan 2006
	INITIAL DRAFT
	This draft outlines basic approach for configuration and change, including definitions, general strategy and preliminary policies.
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Document Roadmap

	How this Document is Organized
	This document is divided into three sections:

1. Configuration and Asset Management Background – defines configuration management, asset management, and the relationship and key differences between them.  Also described is how this process area fits within the context of other process areas

2. ISS Configuration and Asset Management Policies – sets forth policies, and roles and responsibilities.

3. Configuration and Asset Management Process – describes in detail each stage of the configuration and asset management process.

The following table cross-references each section of this document to stakeholders, and can be used to find information that is directly relevant to roles and responsibilities.




	Section
	Primary Audience
	Why

	Configuration and Asset  Management Background
	All ISS members
	Gives an understanding the process and why it is employed at ISS. 

	ISS Configuration and Asset Management Policies
	All ISS members; Comptroller
	Every member of ISS, employee and contractor alike, are accountable for complying with the policies.

	Configuration and Asset  Management Process
	Configuration Management Database Manager, Change Management Administrator, DR/BCP (IT Service Continuity Manager), Comptroller property auditors
	Provides detailed information about the process and the tasks and responsibilities of ISS members who have key roles and responsibilities in the process.


Configuration and Asset Management Background

	Definition of Configuration Management
	Configuration management is the process of:

· identifying configuration items (components of systems and subsystems)

· managing information about the configuration items (attributes and relationships) in a configuration management database (CMDB)

· controlling the CMDB by ensuring the accuracy of configuration item (CI) attributes and relationships, and by updating the CMBD to reflect changes to Cis

· providing status monitoring of the CMDB to ensure that CIs are tracked in accordance with their life cycle stage (planned/ordered, received, tested, operational, retired)

· verifying CIs by auditing the CMDB against actual configurations and the change management history 




	Definition of Asset Management
	Asset management is a process that focuses on accounting.  The main goals of asset management are:

· identifying asset custody

· managing the financial life cycle of an asset, including acquisition costs, depreciation and retirement/disposal

· verifying the physical location and condition of an asset through audits




	How Configuration and Asset Management are Related
	Asset management is a subset of configuration management.  In configuration management all CIs are tracked.  In asset management, only CIs that exceed a certain cost value threshold are tracked.

All CIs in the CMDB that are also considered to be an asset will be assigned additional attributes to aid in managing the CI from financial and property management perspectives.




	Key Differences Between Configuration and Asset Management
	Configuration management requires relationships between and among CIs. CIs are treated as technology building blocks. 

Asset management requires information regarding purchase cost, physical location, custodian and depreciation.  In most cases assets are made up of CIs, and are treated as property.




	Context of Asset and Configuration Management
	The following diagram shows the interrelationships between change management and related processes:
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ISS Configuration and Asset Management Policies

	Scope and Applicability
	The configuration management process and associated statement of policy apply to all ISS personnel, and contractors/consultants working in or with ISS.


	Statement of Policy
	The following are ISS policies governing configuration and management:

1. The configuration management database (CMDB) shall be updated to reflect any changes made to configuration items (CIs). 

2. Newly acquired CIs shall be placed into the CMDB upon physical receipt of the CI by Orange County Government.

3. Verification audits of the CMDB shall be performed semi-annually. 

4. All CIs or collections of CIs that comprise an asset shall be given attributes and tracked in accordance with Comptroller requirements, policies and procedures.

5. All CIs that are part of the DR contract will be subject to on-demand verification audits as directed by DR.

6. Systems and applications owners are responsible for actively assisting the CMDB Manager with maintaining accurate and up-to-date information about CIs that comprise systems under their respective areas of cognizance.




	Roles and Responsibilities
	The following table defines roles and responsibilities with respect to the configuration management process:


	ROLE
	RESPONSIBILITY

	CMDB Manager
	· Design and implementation of a CMDB that meets Comptroller requirements for asset management, DR requirements for recoverability information, and ISS requirements for application platform configuration management

· Control of all changes to the CMDB, including management of processes to identify new CIs and assets, changes to existing CIs, relocation and custodian changes to assets

· Assure data quality of all information entered into the CMDB

· Verification of the CMDB

	Production Services Change Management Administrator
	Update the CMDB upon completion of changes to CIs.

When notified by the CMDB Manager that updates to the CMDB in connection with a change have been verified, close the change request.

	Comptroller
	Provide requirements for asset management and any changes to existing policies and procedures for managing assets in the CMDB.

	DR
	Provide requirements for configuration management with respect to disaster recovery and business continuity planning.

	Application and System Owners
	Provide to the CMDB Manager up-to-date, accurate information on CIs that comprise systems and applications under their respective areas of cognizance. Systems include networks, servers, database instances and applications. 


Configuration and Asset Management Process

	Process Overview
	Configuration and asset management is a five step process as follows:




	Step
	Action

	1
	Identification – Developing:

· a data model for recording all

· CIs

· relationships between and among CIs

· information about each CI per Comptroller and DR requirements

· procedures for new adding new CIs and tracking  changes to existing CIs

	2
	Control  – Ensuring that the CMDB is always up-to-date by ensuring that no CI is added, changed, replaced or removed without appropriate documentation (completed change request, invoices for new CIs, notification of retiring assets, etc.)

	3
	Status monitoring – Maintaining life cycle status of each CI:

· acquired

· in production

· inactive/retired

· disposed

 

	4
	Verification  – Auditing the ISS infrastructure to verify the existence of recorded CIs.

	5
	Reporting  –  Disseminate audit reports and track and report other information necessary to effective and efficient management.


	Identification
	This phase of the process is typically performed at inception, and only modified to reflect new requirements or process improvement initiatives.  

Identification is a cross-functional process under the management of the CMDB manager.  The following roles and sequence of steps apply:

1. CMDB Manager

· obtains asset management requirements from the Comptroller and DR configuration requirements from the DR manager

· develops attributes for each CI

· identifies assets and associates relevant CIs with them

2. Systems and Applications Owners

· provide relationships between and among CIs that comprise their systems and interfaces to those systems

· provide specific attributes for each CI

3. DR Manager

· provides information requirements to the CMDB Manager

· identifies all CIs that are a part of an application platform that is on the DR contract

· specifies reporting requirements

4. Comptroller

· provides information requirements to the CMDB Mnager

· specifies reporting requirements

5. CMDB Manager

· establishes the CMDB data model

· assigns relationships between and among CIs

6. Systems and Applications Owners

· enter CI records for each CI under their cognizance

7. CMDB Manger

· performs quality assurance checks on CI records (completeness and accuracy)




	Control
	The control phase is an ongoing process during which the CMDB Manager:

· monitors daily transactions to the CMDB and accounts for all updates, adds and deletions by validating source documentation (change control, invoices, etc.)

· ensures that changes to CIs are entered into the CMDB by comparing updates to the CMDB to completed changes published in the Enterprise Operations Morning Report




	Status Monitoring
	This is an ongoing process in which the CMDB Manager tracks new acquisitions, systems to be deactivated or retired, and systems placed into production, and updating the CMDB to reflect that status


	Verification
	This process is performed to validate the integrity and accuracy of the CMDB from four perspectives:

1. Asset information required by the Comptroller.

2. Recoverability information required by DR to support reconstructing applications and services in the event of a disaster.

3. Accurate inventory of CIs associated with systems and services needed to effectively resolve problems and rectify incidents.

4. Complete, accurate inventory of CIs to which changes can be associated through the change management process.

Verification is accomplished by:

1. Performing audits of ISS infrastructure components (application platforms, supporting systems and subsystems) and comparing findings to the CMDB. 

2. Performing audits of assets and comparing findings to the CMDB.

3. Auditing changes reported by the Change Management Administrator and comparing reported changes to the CMDB.

4. Reconciling differences between audit findings and the CMDB.




	Reports
	The following reports support the ISS Configuration and Asset Management process. Each report will be issued upon completion of an audit.

· Delta Report - number of observed differences between the CMDB and the actual infrastructure systems that were found during an audit.  

· Number unauthorized changes to CIs found during an audit.

· Number of assets that could not be located during Comptroller audits.

· Number of CIs that could not be located during verification audits.

· Number of CIs that were discovered during an audit that did not match attributes recorded in the CMDB (i.e., wrong software license, different physical or logical location, different capacity, etc.)  


Configuration and Asset Management Artifacts and Resources

	Comptroller Property Accounting Forms
	Located at: http://intranet/jDocs/jEOO/comptrl_/default.asp


	 SMS Configuration  Management Users Guide
	Located at:


	 Add Other Artifacts or Resources
	Located at:
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